HIPAA NOTICE OF HEALTH INFORMATION PRIVACY PRACTICES

THIS NOTICE DESCRIBES HOW PROTECTED HEALTH INFORMATION ABOUT YOU MAY BE USED AND DISCLOSED AND
HOW YOU CAN GET ACCESS TO THIS INFORMATION. PLEASE REVIEW IT CAREFULLY.

This Notice of Privacy Practices (“Notice”) covers an Affiliated Covered
Entity (“ACE”) under the Health Insurance Portability and Accountability
Act of 1996 and the regulations promulgated thereunder (collectively,
“HIPAA”). When this Notice refers to the “Transamerica ACE” or “we”,
“our” or “us”, it is referring to the health care components of the following
affiliated entities: Transamerica Financial Life Insurance Company, and
Transamerica Life Insurance Company. Each of the companies listed
above is a hybrid covered entity under HIPAA. The health care
components of the combined companies listed are designated as a single
covered entity for purposes of compliance with HIPAA. The single
covered entity shall be known as the Transamerica Affiliated Covered
Entity or the “Transamerica ACE.” This designation may be amended
from time-to-time to add new covered entities that are under common
control and ownership to the Transamerica ACE.

The Transamerica ACE is required under HIPAA to maintain the privacy
of your protected health information (“PHI”); provide you with this Notice
of our legal duties and privacy practices with respect to PHI; notify you in
the event of a breach of your unsecured PHI as defined by HIPAA; and
abide by the terms of the Notice currently in effect for the Transamerica
ACE. This Notice describes how the Transamerica ACE may use and
disclose your PHI and your HIPAA rights. For each category of use or
disclosure, we have provided an example but not every use or disclosure
for every category is listed in this Notice. The laws of your state may
provide additional privacy rights.

This notice is effective September 23, 2013, as revised per the date set
forth in the footer below, and provided to you in connection with your
health plan from the Transamerica ACE. In some cases, this may
include product riders purchased with a product that is not
considered a health plan subject to HIPAA. Health plans include, but
are not limited to: Dental, Long-Term Care, Medicare Supplement,
Prescription Drug Coverage, Supplemental Medical Expense,
Medical Expense, and TRICARE.

Our Commitment to Your Privacy

We are committed to maintaining the privacy of your PHI. This Notice
will tell you about the ways in which we may use and disclose your PHI
for reasons related to treatment, payment, health care operations, and other
circumstances as either required or permitted by law. Permitted uses and
disclosures may include use and disclosure between the affiliates within
the Transamerica ACE. Except as described in this Notice, we will not
use or disclose your PHI without your written authorization, which
you may revoke as described in the “Your Privacy Rights” section
below. For example, use or disclosure of your PHI for marketing, certain
uses or disclosures of psychotherapy notes (counseling notes recorded by
a mental health professional which they keep separate from your medical
record), or any disclosure that would constitute a sale of your PHI, would
require your written authorization.

We reserve the right to change any of our privacy practices and the terms
of this Notice, and to make the new Notice effective for all PHI already
maintained by us, including PHI created or received prior to the effective
date of this Notice’s revision, and PHI that we receive in the future. In the
event of a material change, a revised Notice will be made available, either
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through direct mail or electronically, to our policyholders who are enrolled
in a health plan subject to HIPAA.

USES AND DISCLOSURES OF YOUR PHI

1. Treatment. We do not make treatment decisions, but we may
disclose your information to those who do. For example, we may
disclose information regarding your benefits to doctors, hospitals,
long term care facilities, and other health care providers involved in
your care, to aid in your treatment or care coordination.

2. Payment. We may use and disclose your PHI as necessary for benefit
verification and claims processing purposes. For instance, we may
use information regarding health care services you receive from
service providers such as physicians, hospitals, pharmacies, nursing
homes, assisted living facilities, and home health care agencies to
process and pay claims, to determine whether services are medically
necessary or to otherwise pre-authorize or certify services as covered
under your health plan. We may also forward such information to
another health plan, which may also have an obligation to process and
pay claims on your behalf. Examples of our payment related purposes
also include our collection of premiums, coordinating reinsurance,
and care coordination activities.

3. Health Care Operations. We may use and disclose your PHI as
necessary, and as permitted by law, to operate our business including
performing quality improvement and assurance, conducting cost-
management and business planning, pricing, enrollment,
underwriting, reinsurance, compliance, auditing, rating, customer
service, fraud prevention and reporting, security, payment of agent
commissions, and other functions related to your health plan. With
the exception of certain long-term care insurance, we are prohibited
from using or disclosing your protected health information that is
genetic information for underwriting purposes. If our long-term care
insurance underwriting uses genetic information, it will only be used
in a manner allowed by law.

4. Personal Representatives. We may disclose your PHI to an
individual who has the legal right to act for you (such as a guardian
or power of attorney). Exceptions apply, such as: (i) domestic
violence, abuse or neglect situations; (ii) when treating such person
as your personal representative could endanger you; or (iii) we
determine it is not in your best interest to treat the person as your
personal representative.

In most instances, parents are personal representatives of their minor
dependent children. There are various exceptions, which include the
following: (i) there is a court order authorizing someone else to make
treatment decisions for a minor child (such as if parental rights are
suspended or terminated); or (ii) under the laws of some states, older
minor children may obtain their own certain health care services
without the knowledge or consent of their parents.

5. Family and Friends Involved in Your Care. We may disclose your
PHI to certain family, friends, and others who are involved in your
care or in the payment for your care based on your authorization or if
we inform you and you do not object. We may also share your PHI
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with individuals or others based on your authorization. If you are
unavailable, incapacitated, or facing an emergency medical situation,
or if we have determined, based on our professional judgment and
review of the circumstances, that you would not object and that a
limited disclosure may be in your best interest, we may share limited
PHI without your approval. If you have designated a person to help
prevent the unintentional lapse of your coverage, we will inform that
person prior to terminating the policy for nonpayment of premium.
We may also disclose limited PHI to a public or private entity that is
authorized to assist in disaster relief efforts in order for that entity to
locate a family member or other persons that may be involved in some
aspect of caring for you. You have the right to request we stop or limit
these disclosures by contacting us at the address shown at the end of
this Notice.

Business Associates. Certain services are performed through
contracts with outside persons or organizations, such as auditing,
accreditation, actuarial services, legal services, claims investigation
and adjudication, underwriting support services, care coordination
services, etc. We may disclose your PHI to one or more of these
outside persons or organizations that assist us with our operations.
Business associates have written agreements with us obligating them
to appropriately safeguard your PHI.

Substance Use Disorder Treatment Information. If we receive or
maintain any information about you from a substance use disorder
treatment program that is covered by 42 CFR Part 2 (a “Part 2
Program”) through a general consent you provide to the Part 2
Program to use and disclose the Part 2 Program record for purposes
of treatment, payment, or health care operations, we may use and
disclose your Part 2 Program record for treatment, payment, and
health care operations purposes as described in this Notice. If we
receive or maintain your Part 2 Program record through specific
consent you provide to us or another third party, we will use and
disclose your Part 2 Program record only as expressly permitted by
you in your consent as provided to us. We will not use or disclose
your Part 2 Program record, or testimony that describes the
information contained in your Part 2 Program record, in any civil,
criminal, administrative, or legislative proceedings by any Federal,
State, or local authority against you, unless authorized by your
consent or the order of a court after it provides you notice of the court
order.

Collection of Information. To properly underwrite, rate, and
administer your health plan, we may collect health and non-health
personal information such as your age, occupation, physical
condition, and health history, including drug and alcohol usage. You
are our most important source of information; however, with your
authorization, we may also collect or verify information by contacting
information sources such as: insurance support organizations (like
Medical Information Bureau, Inc.); insurance companies to which
you have applied for coverage, and medical professionals and
facilities which have provided services to you.

Agents. Your agent is our business associate. For customer service
purposes, your agent may be notified of certain coverage-related
matters and information necessary to assist in servicing your
coverage. For example, your agent may be notified if we: decline your
application, offer you coverage at a higher than standard rate, or offer
to accept the application with modifications to the benefits you
requested. We may also notify your agent when there is a change in
premium paying status, when we receive notice of a claim, or notice
of the cancellation or replacement of your policy. Your agent and, if

HIPAA426-PDF

10.

11.

12.

13.

14.

applicable, the company the agent represents, may be notified on their
commission statement that your policy remains in force for as long as
you continue to pay your premium.

Plan Sponsors. We may also use or disclose PHI to the plan sponsor
of a group health plan, if applicable, provided that any such plan
sponsor certifies that the information provided will be maintained in
a confidential manner and not used for employment related decisions
or for other employee benefit determinations or in any other manner
not permitted by law.

Health-Related Products, Benefits and Services. We or our
business associates may contact you regarding health-related
benefits, products, and services that may be of interest to you.

Mergers and Acquisitions. Your PHI may also be disclosed as a part
of a potential sale, merger, or acquisition involving our business.

Communications to You. We may send you communications at the
contact information you provide, including information about related
programs, products, or services as permitted by applicable law.

Incidental Use or Disclosure. Incidental uses and disclosures of PHI
sometimes occur and are not considered to be a violation of your
rights. Incidental uses and disclosures are by-products of otherwise
permitted uses or disclosures which are limited in nature and cannot
be reasonably prevented.

USE AND DISCLOSURE OF YOUR PHI IN CERTAIN SPECIAL
CIRCUMSTANCES

Your PHI may be used or disclosed, as applicable, without your
written authorization in the following or similar circumstances:

e  for any purpose when required by law;

e  for public health and/or law enforcement activities consistent
with law, including if we suspect child abuse, elder abuse, or
neglect or believe you to be a victim of abuse, neglect, domestic
violence, or other crimes;

e as required by law for a governmental oversight agency
conducting audits, investigations (such as investigations into
consumer complaints), or civil or criminal proceedings;

e in ajudicial or administrative proceeding, as required by a court
or an administrative ordered subpoena, or in response to a
subpoena or discovery request;

e asrequired by law for certain law enforcement purposes; about
deceased persons to coroners, medical examiners, and funeral
directors consistent with law;

e to facilitate authorized organ and tissue donation or transplant;

e  for research purposes as permitted by law;

e upon a good faith belief that the use or disclosure would avert
or lessen a serious threat to your health or safety, another person,
or the public, or as necessary for law enforcement to identify or
apprehend an individual;

o  for specialized government functions (such as military/veterans
personnel and inmates in correctional facilities);

o for national security, protective services, or intelligence
activities;

e to workers’ compensation agencies as permitted or required by
law;

e to Non-affiliated organizations or persons as permitted by
HIPAA, such as other insurance institutions, agents, insurance
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support organizations (such as Medical Information Bureau,
Inc.), or law enforcement and governmental authority as
necessary to prevent or investigate criminal activity, fraud,
material misrepresentation, or material non-disclosure in
connection with your coverage or application for coverage;

e to our parent company and affiliates in conjunction with health
care operation purposes;
to your personal representative;
to the Department of Health and Human Services for HIPAA
compliance purposes;

e as otherwise permitted by HIPAA, which includes but is not
limited to creating or disclosing a limited data set if certain
assurances are provided by the recipient or de-identifying PHI.
De-identified information is no longer subject to HIPAA.

Note: certain information, such as regarding HIV/AIDS, genetic
information, alcohol and/or substance use, mental health,
communicable diseases, and other special PHI may have special
confidentiality protections under applicable state and federal
law. Disclosures of these types of PHI may be subject to these
special protections as applicable to the Transamerica ACE.

PHI disclosed pursuant to HIPAA may be subject to redisclosure by
the recipient and no longer protected by HIPAA. When applicable
state law is more restrictive than federal law, we are required to
follow the more restrictive state law as applicable to Transamerica.

Your Privacy Rights

Your rights are explained below. Any written requests to exercise those
rights should be directed to the address provided at the end of this Notice.

1. Restrictions. You have the right to request restrictions on certain of
our uses and disclosures of your PHI for treatment, payment, or health
care operations, or with certain persons involved in your care, by
notifying us in writing. Your request must describe in detail the
restriction you are requesting. We will evaluate all requests; however,
consistent with HIPAA, we are not required to agree to the restriction,
unless it is a restriction to a health plan for a specific treatment or
service that you, or someone on your behalf, has paid for in full, out
of pocket, the disclosure is for payment or health operations purposes,
and the disclosure is not otherwise required by law.

We retain the right to terminate an agreed upon restriction, other than
a specific restriction as to payment or health care operations
mentioned above, if we believe such termination is appropriate. In the
event of a termination by us, it will only apply to health information
created or received after you have been notified of the termination.
You also have the right to terminate a restriction, in writing. You may
obtain a Request for Restriction form (or terminate a restriction) by
contacting us at the phone number or address listed at the end of this
Notice.

2. Confidential Communications. You may request that we send
communications of health information to you by alternative means or
to alternative locations. For example, you may ask that we contact
you at work, rather than at home. We will try to accommodate
reasonable requests. We must accommodate a reasonable request if
you inform us that disclosure of some or all of your health
information could endanger you. You may obtain a Request for
Confidential Communication form by contacting us at the phone
number or address listed at the end of this Notice.
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Access. You have a right to request access to certain PHI that we
retain on your behalf. This means you may submit a written request,
signed by you or your personal representative, to inspect or obtain a
copy of your complete health record, or to direct us to disclose your
PHI to a third party. If your health record is maintained electronically,
you also have the right to request a copy in electronic format. We may
charge a reasonable fee for copies, postage, labor and supplies. In
certain cases, we may deny your request, and you may have the right
to appeal that decision. If we approve your request, we are required
to provide you with access to your records within 30 days of your
written request unless an extension is necessary. In such cases, we
will notify you of the reason for the delay and the expected date when
the request will be fulfilled. You may obtain a Request for Access
form by contacting us at the phone number or address listed at the end
of this Notice.

Amendment. You have the right to request that PHI we maintain
about you be amended or corrected. We will give each request
consideration; however, we are not obligated to make requested
amendments, such as if we determine the PHI is accurate and
complete. All amendment requests must be in writing, signed by you
or your personal representative and state the reason(s) for the request.
If an amendment or correction is made by us, we will notify you and
we will also notify others who work with us and have copies of the
uncorrected record if we believe that such notification is necessary or
as identified by you. If we deny your request, we will explain why in
writing and, if applicable, the next steps you may take. Agreed upon
amendments will be included as an addition to, and not a replacement
of, already existing PHI. You may obtain a Request for Amendment
form by contacting us at the phone number or address listed at the end
of this Notice.

Accounting. You have the right to receive an accounting of certain
disclosures made by us of your PHI within the six (6) calendar years
immediately preceding such a request. Under HIPAA, this generally
does not include disclosures made based on your authorization, for
treatment, payment, or health care operations, or certain other
purposes. Requests must be made in writing and signed by you or
your personal representative. The first accounting in any 12-month
period is free; but we may charge you for additional accountings
within the same 12-month period. You will be notified in advance of
any fee. You may obtain a Request for Accounting of Disclosure form
by contacting us at the phone number or address listed at the end of
this Notice.

Revocation of Authorization. If you have signed an authorization
for uses and disclosures of health information, you have the right to
revoke that authorization in writing at any time, except to the extent
that we have taken action in reliance on such authorization or the
authorization was obtained as a condition of obtaining insurance
coverage, or if other law provides us with the right to contest a claim
under the policy or the policy itself. Note: your revocation will not
prevent us from using collected information in conjunction with our
fraud prevention program.

Paper Copy of this Notice. You have the right to request a paper
copy of this Notice. You may ask us to give you a copy of this Notice
at any time by contacting us at the phone number or address listed at
the end of this Notice. Even if you have agreed to receive this Notice
electronically, you are still entitled to a paper copy upon request. You
may also obtain a copy of this Notice on our website.
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NOTE: The rights granted to you under HIPAA do not extend to
information about you relating to or in anticipation of a claim or civil or
criminal proceeding.

Complaints

If you believe your privacy rights have been violated, you can file a
complaint with us by sending your written complaint to our Consumer
Affairs Department at the address given below. You may also file a written
complaint with the Secretary of the U.S. Department of Health and Human
Services in Washington D.C. (which typically has a 180 day filing period).
We will not retaliate against you for filing a complaint.

Contacting Us

To file a complaint or to make a request as described in the section entitled
“Your Privacy Rights,” please send your written request to the company
at: 6400 C St SW, Cedar Rapids, IA 52499. Requests should be directed
to our Customer Service Department, and Complaints should be sent to the
attention of our Consumer Affairs Department. Please be sure to include
the following information:

Your full name

Address

Date of Birth

Last four digits of your Social Security Number
Policy number

The nature of your request or complaint

FOR FURTHER INFORMATION regarding our HIPAA Notice of
Health Information Privacy Practices or our general privacy practices,
please write to our Customer Service Department at the address shown
above or call 1-866-512-7495.

THIS NOTICE IS REQUIRED BY FEDERAL LAW. WE MAKE IT
AVAILABLE TO THE GENERAL PUBLIC, APPLICANTS AND
POLICYHOLDERS. YOUR RECEIPT OF THIS NOTICE IS NOT
EVIDENCE OF COVERAGE.
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